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Full text available: I@PD
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Verification of a Cryptographic Primitive: SHA-256

ANDREW W. APPEL, Princeton University

This article presents a full formal machine-checked verification of a C program: the OpenSSL implementation
of SHA-2566. This is an interactive proof of functional correctness in the Coq proof assistant, using the
Verifiable C program logic. Verifiable C is a separation logic for the C language, proved sound with respect
to the operational semantics for C, connected to the CompCert verified optimizing C compiler.

Categories and Subject Descriptors: D.2.4 [Software/Program Verification|: Correctness Proofs; E.3
[Data Encryption]: Standards; F.3.1 [Specifying and Verifying and Reasoning about Programs]

General Terms: Verification

Additional Key Words and Phrases: Cryptography

ACM Reference Format:

Andrew W. Appel. 2015. Verification of a cryptographic primitive: SHA-256. ACM Trans. Program. Lang.
Syst. 37, 2, Article 7 (April 2015), 31 pages.

DOI: http://dx.doi.org/10.1145/2701415

1. INTRODUCTION

[Clryptography is hard to do right, and the only way to know if something was done right is to be
able to examine it. ... This argues very strongly for open source cryptographic algorithms. .. [But] sim-

ply publishing the code does not automatically mean that people will examine it for security flaws.
Bruce Schneier [1999]

Be suspicious of commercial encryption software. . . [because of] back doors. ... Try to use public-domain -Fﬁ '}T ED
encryption that has to be compatible with other implementations. ... "

Bruce Schneier [2013]

Schneier is saying to use widely used, well-examined open-source impleme
published, nonproprietary, widely used, well-examined, standard algorithms
“many eyes make all bugs shallow” works only if there are many eyes paying s 4
iGrOL To this I add: use implementations that are formally verified with machine-checked ]ery

proofs of functional correctness, of side-channel resistance, of information-flow prop-
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specific documents given below. Interviews with Government personnel were also a source. When possible, the
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s Confarence Listing

Recently loaded i d proceedi Browse the Special Collections:
ntly loa issues and pr ings: : . . o
favaliahle In the DL withln the pas! 2 weaks) : s ACM International Conference Proceeding Series (ICES]

# Classic Book Series

Journal of the ACKM {JACKM)
Volume 58 |ssue 2

s ACM Oral History interviews

Browse the Publications by Affiliated Organizations

Journal on Cemputing and Cultural Heritage (JOCCH)
Volume 2 |ssue 4

ACM Transactions on Design Automation of Elechronic Systems . Browse all literature by type [selectstype] -
{TODAES) :

Volume 18 Issue 2

. Browse all literature by Publisher
ACM Transactions on Internet Technolegy (TQIT) -

Volume 10 lssue 4

Browse by the ACM Computing Classification System

Send us your Feedback he Encyclopedia of Computer Science

"...is the definitive reference in computer
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- i =
EuMmEmsEQﬁM£“&
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New feature includes bibliometrics and offers
quick view of authors' contributions to the
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Access critical reviews of computing
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Computing
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ACM Magazines

Search within the ACKM Magazines:

@mmunicationﬁ of the AD

ACM's flagship magazine, Communications of the ACM, is the pra
discoveries, innovations, and research that inspire and influence the fi

« S N CACMB ¥ 7 TH
stories of emerging areas of computer science, new trends in IT, and p

Communicstions to debate technology implications, public pelicies, engineering challenges, and market trends.

Read by over 85,000 computing researchers and practitioners worldwide, Communicstions is recognized as the most trusted and
knowledgeable source of industry information for today's cemputing professional.

n CIE Computers in Entertainment [CIE]
Computers in Entertainment [CiE) is an online-only magazine about a wide range of theoretical and practical computer applications in

the entertainment industry, including engagement, playfulness, creative technigue, business, pleasurability, and “funclogy.” CiE
publishes peer-reviewed research papers and articles, as well as commentaries, cpinion articles, video interviews as well as their
transcriptions, creative content such as games and artwork, and more.

The publication is run by three co-editors-in-chief: Professor Adrian David Cheok of MNatienal University of Singapore and Keio
University, Professor Masa Inakage of Keie University, and CiE founder Mewton Lee. Unsolicited article submissions are welcomed
and can be uploaded online at http://mc.manuscriptcentral.com/cie.

elezrn magazine is published by ACM, a not-for-profit educational association serving those who work, teach, and learn in the various
cemputing-related fields. Founded in 1947 as the Association for Computing Machinery, £CM's stated mission is to advance the
arts, sciences, and applications of information technolegy. It is the oldest and most respected organization of its kind.

elearn is ACM's first Web-only publication. It will build en ACM's reputation by serving as the most accurate and unbiased source for
news, information, and opinien on the now-flourishing field of online education and training. It also offers 3 community hub for e-
learning professienals on the Web, providing a wealth of public forums for the free exchange of ideas.

Content is culled from two distinct sources: Mews and features written by professional journalists with expertise in education and
technology, and celumns and tuterials by industry leaders and stars of academia. Our targeted readership includes both providers
and censumers of anline learning, with a special emphasis on teachers, managers, and administrators working to develop educational
programs or classes on the Web,
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l'.n.'-"-'ur-lltéﬁmﬁ CACM Communications of the ACM

v " \1' ACM's flagship magazine, Communications of the ACM, is the premier chronicler of computing technologies, covering the latest
\ discoveries, innovations, and research that inspire and influence the field. Each month, Communications brings readers in-depth
\ stories of emerging areas l:l'FEl:lITIFIIJtEr EEIEI'IIZE. new trEnds |n IT and practlcal research applicatiens, Industry leaders choose
Communications to debate tec - L5llenges, and market trends.
Read by owver 85,000 computi RECACM I:l:lﬁ? cations is recognized as the ma ted
and knowledgeable source of i al.
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Search within CACM: EERRCH |
Abrt Boevannd Wirirvers Bartivrs Affiliations Pubilication Anchinne
CACM subject areas —d Bibliometrics: publication history

Computer and Information Science Education Publication years 1258-2011
Electronic Commerce ........ Human Publication count 10,600
factors Information Search and Retrieval Internet Citation Count lis.883
Managemen: QFganizational Impacts Available for download 18,593
PrD E(:t and PED IE Mana Ement Downloads [6 Weeks) 174,899

] D q Downloads (12 Meonths) 1,747,865

Public Policy Issues Secu ﬂt‘y‘ Downloads (cumulative) 3,061,395

Average downloads per article 854,932

and Prote{:tlon SDCIaI ISSUES Average citatiens per article 11.032
Software Management USEI’ IﬂtEI’fECES

User/Machine Systems

Top 10 Downloaded Articles (past & weeks) J/ Top 10 Most Cited Articles

1. A few billion lines of code later: using static anahysis to find bugs in the real wo

ELEEJZ:EEFKI:: Block, Ben Chelf, Andy Chou, Bryan Fulton, Seth Hal -—Fﬁﬂligﬁﬁlomiﬁ (6% W )
/ %Iﬁ] {kﬁtﬂh‘%ﬁfflo ISCE

Downloaded 4,125 times.

2. A view of cloud computing - 2010

Michael Armbrust, Armando Fox, Rean Griffith, Anthony D, Joseph, Raii
Arniel Rabkin, lon Stoica, Matei Zaharis
Downloaded 2,388 times
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ACM Magazine:

CACM Communications of the ACM

ACM's flagship magazine, Communications of the ACM, is the premier chronicler of computing technolegies, covering the latest
discoveries, innovations, and research that inspire and influence the field. Each month, Communications brings readers in-depth
stories of emerging areas of computer science, new trends in IT, and practical research applications. Industry leaders choose
Communications to debate technology implications, public pelicies, engineering challenges, and market trends.

Read by over 85,000 computing researchers and practitioners worldwide, Communications is recognized as the most trusted
and knowledgeable source of industry information for today's computing professienal.

Search within CACH: i

Al Bowaurd Winiers Barthors Affiliations Publication Archi..

Communications of the ACM

Archive

2011

Wolume 54 Issue 4, April 2011
Wolume 54 Issue 2, March 2011
Wolume 54 Issue 2, Februarny 2011
“Volume 54 Issue 1, January 2011

\

2010 'CACMﬁfﬁ
Volume 53 Issue 12, December 2010 %%ﬁ“%

Volume 53 Issue 11, Nowvember 2010
Veolume 52 Issue 10, October 2010

Wolume 53 Issue 9, September 2010
Wolume 53 Issue 8, August 2010
Wolume 53 Issue 7, July 2010
Wolume 53 Issue 6, June 2010
Wolume 53 Issue 5, May 2010
Wolume 53 Issue 4, April 2010

iGroup China Association for Computing Machinery



@)

a &/
=.. -
: IGROUP
For al your information nesds

*EHWERBRSEHKS

iGrouphE-KIUSERAE R (LiE) BIRAE

A A :
' - b  021-64454595
- - 45 010-82331971
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